MMHUCTEPCTBO OBPA30OBAHNSA 1 HAYKU POCCUMCKON ®EJIEPALIMNA

JIETIAPTAMEHT I'OCYJJAPCTBEHHOM ITOJIMTUKU B COEPE
OBILIEI'O OBPA3OBAHUA

I[IMCBEMO
or 14 mas 2018 r. N 08-1184

O HAITPABJIEHUN UHOOPMAIINU

JlemapTaMeHT TOCyIapCTBEHHON MOJUTHKH B cdepe obiiero obpazoBanuss MuHOOpHAykH Poccum
HanpaBJsieT Il cBeaeHus pazpaboTanneie Bpemennoit komuccueit Cosera denepanuu no pa3BUTHIO
WH(POPMAITMOHHOTO O0IIEeCTBa METOIUYCCKHE PEKOMEH/IAIMU O pa3MENIeHNH Ha WH()OPMAIIMOHHBIX
CTeHmax, o(uIUanbHBIX  HWHTEPHET-caliTaX ®  JAPYyruxX  HMHQOPMAIMOHHBIX  pecypcax
o0uieo0pa3oBaTeIbHBIX OpraHU3alMii M OpPraHoOB, OCYIIECTBISIOUIMX yhpaBieHue B cdepe

o0OpazoBaHus, HHPoOpMaIUu 0 6€30IMacHOM MOBEJCHUH M HCIIOIb30BaHuu ceTh "MHTepHeT".
Hupekrop [emapramenta
A.EIIETPOB

ITpunoxxenue
METOJUYECKUE PEKOMEHJIALINN
O PASMEIIEHNN HA UTHOOPMAILIMOHHBIX CTEHJAX, OPUITUAJIbHBIX

WHTEPHET-CAUTAX U JIPYTUX UHOOPMAIIMOHHBIX PECYPCAX
OBILEOBPA3OBATEJIbHBIX OPTAHM3ALIUN 1 OPTAHOB, OCYIIECTBJISIOIINX
VIIPABJIEHUE B COEPE OBPA3OBAHIA, THOOPMAILIMN O BE3OITACHOM
IMOBEJJEHNU U NCIIOJIbB3OBAHUU CETU "UHTEPHET"

Okcnepramu U wieHamu BpemenHoii komuccun Cosera deaepariiyl o pa3BUTHIO HHPOPMAITTOHHOTO
oOuiecTBa B paMKax BbINOJIHEHUS PEKOMEHJALNI MapJaMEeHTCKUX CIyIIaHui "AKTyanbHbIE€ BOIIPOCHI
oOecrieyeHrs: 0€30MACHOCTH W PA3BUTHS JeTedl B MHMOPMAIMOHHOM IPOCTPAHCTBE", KOTOpHIE
nponuty B CoBete @eneparun 17 ampens 2017 1., 6butn pa3paboTaHbl METOIMIECKUE PEKOMEH AN
0 pa3MelIeHUH Ha HWHQOPMALMOHHBIX CTEHJIaX, OQUIMAIbHBIX HHTEPHET-CaWTax M Jpyrux
MH(QOPMAIMOHHBIX pecypcax 0011eo0pa3oBaTENbHBIX OpPraHU3aluii ¥ OPraHoB, OCYIIECTBIISIOLINX
ympasiieHue B chepe oOpazoBaHus, MHPOPMALIMU O OE30MACHOM MOBEJACHUU U UCIIOJIb30BAHUH CETH
"UnTeprer" (manee - METOUYECKHE PEKOMEHIAIIHH).

Meronnyeckre peKOMEeHJally HapaBJIeHbl HA KAYECTBEHHOE TOBBIIIICHNE YPOBHS HHPOPMAITMOHHON
JESTEeIbHOCTH 00I1e00pa30BaTeIbHbIX OpPraHU3alMii M OPraHOB, OCYLIECTBISAIOLIUX YIPAaBJICHUE B
chepe oOpa3oBaHMsA, B dYacTU HMHMOPMHUPOBAHMS y4yalIUXCS, HUX poAMUTENEH (3aKOHHBIX
NpeACTaBUTENC) M TeJarorudeckux pabOTHUKOB 00 OCHOBHBIX acleKkTaXx WH(POPMALNOHHON
6€3011aCHOCTH.

Metoauyeckue pEKOMEHJALMU I03BOJAT O00ILIe00pa30BaTENbHBIM OpraHU3alMsAM M OpraHawm,

OCYHCCTBIAIOIINM YIIPABJIICHHUEC B cq)epe 06p3.30BaHI/I$I, AKTYAaJIM3UPOBATH YKC HCIOJIB3YCMBIC U
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pa3MelieHHble MH()OPMALMOHHBIE MaTepUalibl, TaK U TMOJATOTOBUTHh HUX B CIy4yae MX OTCYTCTBHUS C

Y4eTOM JIyYIIUX MPAKTUK U PEKOMEHIAINH.

B paMkax MeTOIMUECKUX PeKOMEHAIN paCCMaTPUBAIOTCS CIIEIYIONIHEe HHCTPYMEHTHI:

1. nHOpMaIIOHHBIE CTEHIBI;

2. opunHanbHble HHTEPHET-PECYPCHI;

3. cpencTBa MaccoBoi MH(GOpMaLUH (LIKOJIbHbIE Ta3€Thl, IEAArOTHYECKUE U3JaHUs U JpyTHe).
HNudopmanmoHHbie CTEHIbI

Ha mH(bOpMannoHHBIX CTEHIaX B 00Me00pa30BaTeIbHBIX OPTaHU3AIMAX, PACIIONIOKECHHBIX B (hoiie

YUpPEXKIEHU U B KaOMHETaX, OCHAILICHHBIX MEPCOHAIBHBIMH YCTPOWCTBAMHU IJIsi BBIXOJA B CETh

"UnTepHetr", peKOMEHIYeTCs pa3MECTHTh HH(OPMALMOHHBIE MAMSITKH, COAEpKallhe OCHOBHBIC

COBETHI IO 00ECTIEYeHNIO HH()OPMAIIMOHHOI 0€30MaCHOCTH yJaIluXcs.

B mpunoxennn N 1 K MeTOOMYECKMM PEKOMEHIALMSAM MpPEICTaBICH o0paser] MaMsaTKd IS

pasMeleHHs Ha UH(OPMALIMOHHBIX CTEH/IaX.

CpencTBa MaccoBOi HHpOpPMALIUH
B cpencrBax MaccoBoil MHGOpMaIMM, OPUEHTUPOBAHHBIX Ha OOYYaIOIIMXCS, PEKOMEHIyeTcs B
TeueHHe y4eOHOro roja perysipHO MyOJMKOBaTh MH(OPMALMOHHBIE MaTEpUalIbl, MOCBAIICHHbIE
OT/ENBbHBIM acleKTaM HH(QOPMALMOHHON O0€30MacHOCTH, a TakXe pa3IM4yHble NaMATKH OOLIero
Xapakrepa.
B cpencrtBax maccoBoil MH(OpMaluH, OpUEHTHUPOBAHHBIX Ha IEJArorM4ecKyl0 OOLIeCTBEHHOCTb,
PEKOMEHJyeTCsl B TEUYEHHE KaJCHJapHOr0 Troja pEerylspHO IyOJIuKoBaTh HH(OPMALMOHHBIE
MaTepuajbl, IOCBALICHHbIE OTAEIbHBIM acleKkTaM HHGOPMAlLMOHHOW 0e30MacHOCTH  Kak
HECOBEPLICHHOJETHUX, TaK U 00I1e00pa30BaTe/IbHBIX OpraHU3alui, a TaKKe pa3IMyHble MaMsTKH,
0030pbl HOPMAaTHBHO-IIPABOBOTO PETYJIMPOBaHUSA JaHHOW cdepbl M HMH(OpMALUIO O aKTyalbHbIX
MEpOIPUATUAX U COOBITUAX B JaHHOM cdepe.
B xome mpoenenuss EamnHoro ypoka mo Oe3omacHocté B cetu "MHTepHeT" pekoMeHmyeTcs
o0ecreuynTh BBIIYCK TEMaTHMYECKOrO BBIMyCKa CpPEACTBa MaccoBOil MH(opmaiuu Jmbo cepun
nyOJIMKaluid, Cpe KOTOPBIX PACCMOTPETh OPraHU30BAHHBIE MEPONPUATHA I 00y4aroIuXcs, UX
poauTenei (3aKOHHBIX MIPEJCTABUTEINIEH) U MEJArOrH4ecKoi 00IIeCTBEHHOCTH.

Odunuansusie UHTEpHET-pECypChI
OO0mieoOpa3oBaTeNbHBIM OpPraHU3alMAM PEKOMEHIYeTCsl Ha CBOMX OQUUIUAIbHBIX VHTepHeT-
pecypcax oOecneunTs (YHKIMOHUPOBAHHE CAMOCTOSATEIBHOTO M CIELHAIM3UPOBAHHOTO paserna

"MudopmannonHas 6e30IMacHOCTh", B paMKax KOTOPOTO MPEAyCMOTPETh pa3MeEIIeHHE CIIEAYIOIIei

uH(pOpMAaIUH:
®dopmar
NpeCTaBICHUS

N  Pasgen/monmpaznen MaTepHaIoB ConeprxaHue MaTepuaioB

Pa3mermiatorcs KOTIMU JIOKYMEHTOB, T.C.

CKaHUPOBAHHBIN BapuaHT JIOKYMEHTA,
JlokasibHbIE HOPMAaTHBHBIE COOTBETCTBYIOIIMI TpeOOBaHMSAM K IapameTpam
aKThI B cdepe CKaHUPOBAHUSI. Pazmemarorcs JOKYMEHTBI,
obecnieueHus perIaMeHTHUPYIOIINE OpraHu3aluio u  paboTy ¢
UHPOPMALMOHHON Konun NIEPCOHAJIBHBIMU JaHHBIMH, IIIAHBI MEPOIPUATHH II0
0e30MmacHOCTH JOKYMEHTOB  BOOECIEYEHHI0O  MHPOpPMAIMOHHOW  0€30macHOCTH

1.o0yuaronuxcs ¢dopmate *PDF  oOyuaromuxcs u 1pyrue.
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[TyOnukyroTcst akTyalnbHbIE CBEICHUS O (peaepanibHbIX
Y PETHOHAJBHBIX 3aKOHAX, MTUCbMaX OPraHOB BIACTH U
Ipyrue HOPMaTHBHO-TIPABOBBIC JOKYMEHTBI,
pernameHTupyromue odecredeHne WHHOPMAIMOHHON

0e30MacHOCTH HECOBEPIIEHHOJETHUX. JlomycKaeTcs

Komuu BMECTO KOMUW  pa3MeliaTh THUIEPCCHUIKM  Ha
HopmaTusnoe JIOKYMEHTOB ~ BCOOTBETCTBYIOIIME JIOKYMEHTHI Ha callTax OpraHoB
2.peryIupoBaHue dopmate *PDF  rocymapcTBeHHOI BIacTH.
Tekct Ha

. PasMemarorcs MeTogMueckue pPEKOMEHIAUUU U
CTpaHHLIE caifTa
K yKa3bIBaeTCs MHPOPMAIHSI O MEPOTIPUATHSAX, IIPOEKTaX
(10501

W TporpaMMax, HalpaBJICHHBIX Ha MOBBILICHHUE
JOKYyMEHTOB B

HeI[aFOFI/I‘IeCKI/IM HHPO MaHHOHHOfI AMOTHOCTHU negarortdeCKmux
dopmate *PDF $op P
3.paboTHHKaM pabOTHHKOB.
Pasmemraercs nH(pOpMaLMOHHAS

namstka (mpunoxkenne N 2) M yKasbIBaeTcs

uHpOpMaLUsT O  MEpOIpPUATHAX, MpOeKTax U
Texer HalporpaMmax,  HalpaBIE€HHbIX Ha  IOBBIILICHUE
4.00yyaroummcs CTpaHulle caiiTa MH(OPMALMOHHOM IPaMOTHOCTH O0YYaIOIINXCS.
Ponurensim  (3aKOHHBIM
HpeICTaBUTEIISIM) Tekcr HaPa3Mmemaercs UH(POPMAaLIMOHHAs

5.00yuaromuxcs CTpaHwuIle caiita mamsaTka (mpuioxenne N 3).

Pasmenaercs uHdopmanus O pPEKOMEHAYEMBIX K
Herckue 6e3onacHele TekcT HaKCIIONb30BaHUIO B Y4eOHOM Ipolecce Oe30MacHbIX
6.caifTel CTpaHMIIE caiiTa caiiTax, 0aHHEpHI 0€30MaCHBIX JETCKUX CalTOB.
OpranaM, OCYIIECTBISIOIMM YIpaBieHHEe B cdepe o0pa3oBaHMS, PEKOMEHIYETCS Ha CBOUX
odurmaneueix MHTepHET-pecypcax oOecneuuTh (YyHKIHMOHMPOBAHHE CaMOCTOSITENBHOIO U
crenuanu3upoBanHoro pazzaena "MHdopmanmonnas 0Oe3omacHOCTH', B paMKax ~KOTOpOTO

HpeayCMOTPETh pa3MeIleHHe ClleAytolel HHQopMaIiu:

[Tpunosxxenune N 1
I[MAMSTKA
JUIS OBYYAIOILIUXCS Ob THO®OPMALIMOHHOM BE3OITACHOCTU JIETEN

HEJIb34

1. Bcem moapsin coobmate CBOK 4YacTHYH MHGOpMAIMio (HacTosmue ums, GpaMuminio, TeaedoH,
ajipec, HOMEP ILIKOJbI, a Takxke (poTorpaduu cBoU, CBOEH ceMbH U Apy3eil);

2. OTKpBIBaTh BIOXKEHHBIE (DAlIIbI 3JIEKTPOHHON TOYTHI, KOTJA HE 3HACIIH OTIIPABUTEIS;

3. I'pyOuTth, npuaupaTbes, OKa3bIBaTh JaBJICHHUE - BECTH ce0s1 HEBEXKIIMBO M arPECCUBHO;

4. He pacnopsixkaiicss AeHbraMu TBOEH ceMbM 0O€3 pas3pelleHusl CTapIIuX - BCErja CIpalinBai
poauTenen;

5. He BcTpeyaiics ¢ IHTepHET-3HAKOMBIMU B PEAJIBHOM KU3HHU - IIOCOBETYHCS CO B3POCIIBIM, KOTOPOMY

JIOBEpSICIIb.
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OCTOPOXHO

1. He Bce mumyr mpaBay. Yuraemsb o cebe Hempasay B MHTepHeTe - cooOmu 00 3TOM CBOUM
POIUTENSIM UM ONIEKYHAM;

2. IlpurnamaroT nepenuchBaTbCs, UTPaTh, 0OMEHUBATHCS - IPOBEPH, HET JIU M10JIBOXA;

3. HezakonHoe konupoBanue (aiino B UHTEpHETE - BOPOBCTBO;

4. Bceraa pacckasbiBail B3pOCIIBIM O MpoOJieMax B CETH - OHU BCET/Ia TOMOTYT;

5. Hcrmonb3yii HaCTpoiikM O€30MacHOCTH W MPHUBATHOCTH, YTOOBI HE TOTEPSTh CBOM AKKAayHTHI B
COLICETAX M JPYTuX noprajiax.

MOXHO

1. VBaxail npyrux nojan3oBaTeneu;

2. TIonw3yenibest THTEpHET-UCTOYHUKOM - JieJIail CCBIIIKY Ha HETO;

3. OTKpbIBaii TOJIBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

4. OOmarbcs 3a TOMOIIBIO B3POCIBIM - POJUTENH, ONMEKYHBI M aJIMUHHUCTpAIMS CAWTOB BCeT/a
IIOMOT'YT;

5. Ipoiiau oOydenue Ha caiite "CeTeBUYOK" W TOIYYH MACIOPT IUPPOBOTO rpaykKaaHUHA!

[Ipunoxxenue N 2
NHOOPMAIIMOHHAA ITAMSATKA
JUIAA OBYHAIOIINXCA UL PASMELIEHUA

HA OOUIMAJIBHBIX UHTEPHET-PECYPCAX

C KaxIpIM roJIOM MOJIOAEXKH B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a IIKOJbHUKH OJHU M3 CaMbIX
aKTUBHBIX IOJb30BaTenell PyHnera. Mexay TeM, IOMMMO OIPOMHOIO KOJIMYECTBA BO3MOKHOCTEH,
MHTEPHET HECeT U NMpoOseMbl. DTa namsTKa JA0/HKHA TOMOYb TeOe 6€30MacHO HAXOAUTHCS B CETH.
KomnbroTrepHbIe BUPYChI

KommnbloTepHblif BHpPYC - 3TO Pa3HOBUJHOCTb KOMIBIOTEPHBIX MPOTPaMM, OTJIWYUTEIBHOU
0COOCHHOCTBIO KOTOPOH SIBIISIETCSI CIOCOOHOCTh K Pa3MHOXEHUIO. B jomonHeHne K 3ToMy, BUPYCHI
MOTYT MOBPEJUTh WM TOJHOCTBIO YHUYTOXKUTb Bce (aillibl M JaHHBIE, HOJKOHTPOJIbHBIE
H0JIb30BATEINI0, OT UMEHU KOTOPOTro ObliIa 3allylieHa 3apakKeHHasl IporpaMMa, a TakxKe IOBPEIUTh UK
Jla’ke YHUUYTOXKUTH OINEPAIMOHHYIO CUCTEMY CO BceMH (aitiamu B 11es10M. B GonbImmHCTBE ciyyaes
pacIpoCTPaHsIOTCs BUPYChI YEPE3 UHTEPHET.

MeToab! 3alUTHI OT BPEIOHOCHBIX IPOTrPAMM:

1. Ucnonb3yli COBpEMEHHBIE ONEPALMOHHBIE CHCTEMBI, UMEIOIINE CEPbE3HBI YPOBEHb 3aILUTHI OT
BPEJIOHOCHBIX IIPOTPaMM;

2. TlocrossHHO ycTaHaBnIMBail mautd (UUQPOBBIE  3aIUIATKH, KOTOpPbIE aBTOMATHUYECKH
YCTaHABIIMBAKOTCS C LENbIO AOPA0OTKU MPOrpamMMbl) U Jpyrue OOHOBJIEHUS CBOEH ONEpalluOHHOU
cuctembl. CkauMBai MX TOJNBKO C OQHUIMATBHOTO caiiTa pazpadborunka OC. Ecnu cymecTByeT pexum
ABTOMATHYECKOTO OOHOBJIEHUS, BKIIIOYH €T0;

3. PaGotaili Ha cBOEM KOMIBIOTEpPE MO MpaBaMM I0JIb30BATENs, a HE aJMUHUCTpATopa. JTO HE
HO3BOJIMT OOJIBIIMHCTBY BpPEAOHOCHBIX IPOTrPaMM HMHCTAJUIMPOBATHCSI HA TBOEM IIEPCOHAIILHOM

KOMITBIOTEPE;



4. Hcnonb3yll aHTUBHUPYCHBIE MpPOrpaMMHBIE NPOAYKTHI H3BECTHBIX HPOU3BOAMTENCH, C
ABTOMATUYECKUM OOHOBJICHHEM 0a3;

5. Orpannup GU3NUECKUI TOCTYI K KOMITBIOTEPY IS HOCTOPOHHHUX JIUII,

6. Mcnionb3y#t BHEIIHUE HOCUTEIH HH(OpMAINY, TaKue Kak (hiemrka, AUCK WK (aiiia U3 HHTEepHeTa,
TOJIKO U3 IPOBEPEHHBIX UCTOYHHUKOB;

7. He oTKpbIBaii KOMIIBIOTEpHBIE (DAiiIIbl, MOTYUESHHBIE U3 HEHAICKHBIX HCTOYHHUKOB. Jlaxke Te (hailibl,
KOTOpPBIC TIPHUCIIANI TBOW 3HAKOMBIH. JlydIlle yTO9HM y HEro, OTIPABIISII JIK OH TeOe hX.

Cern WI-FI

Wi-Fi - 3T0 He BHJI epeauu JaHHBIX, HE TEXHOJIOTHS, a BCEro JUIb OpeH, mapka. Emte B 1991 roxy
HUJIepIaHcKas KoMmanusi 3apeructpuponania Opens "WECA", yto 0603Ha4yano cioBOCOYETaHUE
"Wireless Fidelity", koTopblii mepeBoauTCs Kak "OecIpoBOAHAS TOYHOCTD'.

Jlo Hamrero BpeMeHH JoIuIa Ipyras abOpeBuaTypa, KOTopas sBJISICTCS TaKOW jKe TEXHOJIOTHEH. DTO
ab0peBuarypa "Wi-Fi". Takoe Ha3BaHue ObLJIO JaHO ¢ HAMEKOM Ha CTaHAApPT BBICIIEH 3BYKOBOM
texHuku Hi-Fi, yTo B nepeBoze o3HauaeT "BbICOKasi TOYHOCTH".

Ja, GecraTHBIM HHTEPHET-I0CTYII B Kade, OTeNSIX U adpOropTax SBISETCS OTIIMYHON BO3MOKHOCTBIO
BBIXOJa B MHTEePHET. HO MHOTHE 3KCIepThl CUUTAIOT, 4TO o0meaoctynueie Wi-Fi cetn He sBistoTCs
0e30MaCHBIMH.

Cosetsl 110 Ge30macHOCTH paboThI B 001IeA0CTYHBIX ceTsix Wi-fi:

1. He nepenaBaii cBoro muHyro nHpopManuio depe3 odmenoctynasie Wi-Fi cern. Paboras B HEX,
JKeJIaTelbHO HE BBOJUTH MMapOJIH 1OCTYIA, JOTMHBI M KaKUe-TO HOMEpa;

2. Mcnionb3yit 1 0OHOBIISAN aHTUBUPYCHBIE ITpOrpaMMbl U Opanamayep. Tem caMbIM Thl 00€30MacuIllb
ce0st OT 3aKaYKu BUpPyca Ha TBOE YCTPOWCTBO;

3. Ilpu ucnionb3oBannu Wi-Fi otkiroun pynkiuio "OO0mmmii 1ocTy K ¢aitnam u npuatepam”. lanHas
(GyHKIUS 3aKphITa IO YMOTYAHHIO, OJIHAKO HEKOTOPBIE MOJIH30BATENN aKTUBUPYIOT €€ Ui yA00cTBa
MCTIOJIb30BaHUs B paboTe min yuebe;

4. He ucnonw3yii myommunsnii WI-FI nns mepemaum nUyHBIX JaHHBIX, HANPUMEp UIS BBIXOAA B
COLIMAJIbHBIE CETH WIIM B AJIEKTPOHHYIO MOYUTY;

5. Ucnonw3yit Toapko 3ammiieHHoe coennnenue yepe3 HTTPS, a ue HTTP, T.e. nmpu Habope Be6-
aapeca BBoau umeHHo "https://";

6. B moO6mieHOM Tenedone otkmoun (ynkuuio "llomkmouenne xk Wi-Fi aBromatmuecku". He
JIOITyCKall aBTOMaTUYECKOT0 MOAKIIIOYEeHHUs yCTpoicTBa K ceTsim Wi-Fi 6e3 TBoero cornacusi.
CoumanibHble ceTU

ConmasibHbIe CETH aKTUBHO BXOJIAT B HAIIY KU3Hb, MHOTHE JIFOJHM paOOTaIOT U )KUBYT TaM MOCTOSHHO,
a B Facebook yxe 3apeructpupoBan MUIIMAP.T YEJIOBEK, YTO SIBIISIETCS OJJHOU CEIbMOM BCEX KUTEINEH
ruiaHeTbl. MHOTHE MOJTb30BaTeNH HE IOHUMAIOT, YTO HH(OpMAIHs, pa3MEIeHHass MU B COIIMATBHBIX
CeTsIX, MOXKET OBITh Haii/IeHa M MCIIOJIb30BaHa KEM YIOAHO, B TOM YHUCIIE HE 0053aTeNbHO ¢ OnaruMu
HaMEPEHUSIMHU.

OCHOBHBIE COBETHI 110 0€30TTACHOCTH B COITUATLHBIX CETSIX:

1. Orpanunyb CUCOK py3eil. ¥ 1e0s B APy3bsAX HE AOKHO ObITh CIYYalHbIX U HE3HAKOMBIX JIIOJEH;
2. amuinail cBOKO YacTHYIO *kHU3Hb. He yka3biBail maposu, TenedoHsl, agpeca, 1aTy TBOETO POKICHUS
U IPYTYIO JTUYHYIO HHPOPMAIUIO. 3II0YMBIIIJICHHUKH MOTYT UCITOJIB30BaTh JIaXkKe HH(POPMAIIHIO O TOM,

KaK Tbl U TBOU POAUTECIIN IJIAHUPYETC IIPOBECTU KAHUKYJIbI;



3. 3amumai CBOIO penmyTarnuio - AEpKU €€ B YUCTOTE U 3a7aBaii ce0e BOMPOC: XOTEN ObI ThI, YTOOBI
JIpyrue mojib30BaTesd BUJEIH, YTO Thl 3arpyxaemib? [logymail, mpexae yeMm 4To-To onmyOIMKOBaTh,
HanucaTh U 3arpy3uTh;

4. Ecnu Tl TOBOPHILB € JIOAbMH, KOTOPHIX HE 3HACIIb, HE UCIOJIb3YH CBOE PEAIBHOE UMSI U IPYTYIO
JUYHYIO HHPOPMAIIMH: UMS1, MECTO KUTEIbCTBA, MECTO y4eObl U Mpouee;

5. N30eraii pasmemnienus dotorpaduii B IHTepHETE, T1e Thl N300pakeH Ha MECTHOCTH, TI0 KOTOPOH
MO’KHO OIPEJEIUTH TBOE MECTOIOJIOKEHNE;

6. [Ipu peructpanuu B COLMANBHON CETH HEOOXOAUMO HCIIOIB30BATh CJIOXHbBIE MApOJIH, COCTOSIINE
u3 OyKB 1 U(P U C KOJIMYECTBOM 3HAKOB HE MEHee §;

7. Anst conManbHOM CeTH, MOYTHI U IPYTUX CAMTOB HEOOXOIMMO UCIIONIB30BaTh pa3Hbie mapoiu. Toraa
ecyu Te0s B3JIOMAIOT, TO 3JIOYMBIIIJICHHUKHU TOJIy4aT JOCTYI TOJIBKO K OJHOMY MECTY, a HE BO BCE
cpasy.

ONEeKTPOHHBIE JEHBIU

DONEeKTPOHHBIC JEHBIU - 3TO OYEHb YAOOHBIA CIOCO0 IIaTeKel, OJJHAKO CYIIECTBYIOT MOILICHHHKH,
KOTOpPBIE XOTAT MOJXYYUTh ITH JEHBIU.

DNEeKTPOHHBIE IE€HBI'M MOSIBUIMCH COBCEM HEJIABHO U MMEHHO U3-3a 3TOI'0 BO MHOTHX IOCYJapCTBax
JIO CUX TOp HE MPOIMHUCAHO PO HUX B 3aKOHAX.

B Poccun ke oHM (GYHKIIMOHUPYIOT U O HUX YK€ MPOMHCAHO B 3aKOHE, IJIE€ MX pa3JessaioT Ha
HECKOJIBKO BHJIOB - aHOHUMHBIE M HE aHOHUMHBbIE. Pa3HHUIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paspemiaercsi MPOBOIUTH Omepanuu 0e3 HIeHTH(UKAIUK TI0Nb30BaTeNs, a B HEAHOHUMHBIX
U/ICHTH(UKALNS TT0JIb30BaTeNIs SIBJISETCS 0053aTEIbHOM.

Taxxe cieayer pa3ianyuaTh JIEKTPOHHbIE (UATHBIE JEHBIU (PaBHBI TOCYIAPCTBEHHBIM BajOTaM) H
AIIEKTPOHHbIE HEe(UATHBIC IEHBIU (HE PaBHBI TOCYAaPCTBEHHBIM BAIIIOTaM).

OcCHOBHBIE COBETHI 10 0€30MacHOi paboTe ¢ IEKTPOHHBIMU JIEHbTAMU:

1. [IpuBsku K cueTy MOOWIIBHBIN TenedoH. ITO caMblil y1OOHBINH U OBICTPBINA CIIOCOO BOCCTAHOBUTH
noctyn K cuety. [IpuBsizanHbIl TenedOH MOMOXKET, eciii 3a0yIenib CBOW TUIATEKHBIM MapoJib UITH
3aiiielllb Ha CaliT C HE3HAKOMOI'O YCTPOMCTBA;

2. Ucnonw3yit ogHopa3oBble naposd. [locne nepexona Ha yCUJICHHYIO aBTOPH3aLUIO TeOE yxkKe He
OyZeT yrpokaTh OMAaCHOCTh KPa)ki WIIH TIEpPEeXBaTa IIIATeKHOTO IapoJis;

3. BriGepu cnoxusiii mapons. [Ipectynmankam OyaeT He mpOCTO yraaaTh CIOKHBIN mapois. HaxexHbie
NapoJv - 3TO MapoJid, KOTOPbIE COJAEp’KAaT HE MEHee 8 3HAKOB M BKIIIOYAIOT B C€Osl CTPOUYHBIE U
nponucHble OyKBbI, IHM(PHI M HECKOJBKO CHUMBOJOB, TakWe Kak 3HAK JoJuiapa, (QyHTa,
BOCKJIMLIATEIbHBIN 3HaK ¥ T.1I. Hanpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JAHHBIEC HA CAWTaX, KOTOPBIM HE I0BEPSCIb.

DNeKTpOHHAas oYTa

DNEeKTPOHHAs MoYTa - 3TO TEXHOJOTUS U MPETOCTABISEMbIE €10 YCIYTH 110 NEPECHUIKE U MOIYUYEHUIO
AJIEKTPOHHBIX COOOIIEHUH, KOTOPBIC PACTIPEIEIAIOTCS B KOMITBIOTEpHOU ceTH. OOBIYHO IEKTPOHHBIN
MOYTOBBIN SANTUK BBITIISIUT CIEAYIOMUM 00pa3oM: UMS_TIOJIb30BaTEsA(@UMs_ToMeHa. Takke Kpome
nepesayy MpocToro TeKCTa, UMEETCs BO3MOKHOCTD NEpeiaBaTh (ailibl.

OCHOBHBIE COBETHI 1O Oe301acHON PaboTe C NEKTPOHHON MOYTOM:

1. Hamo BeIOpaTh MpaBUIIbHBIN NOYTOBBIN CepBUC. B MHTEpHETE ecTh OrpOMHBII BHIOOP OeCTIaTHBIX
MOYTOBBIX CEPBHUCOB, OJIHAKO JIyUIlle TOBEPSATH TEM, KOT'O 3HACIIb U KTO MEPBBIM B pEUTHHTE;

2. He ykaspBaii B maMuHOM mouTe JsMyHyr0 uHGpopmauuto. Hanpumep, mydmie BbIOpaTh

"My3bIKasbHBIN _(panaT@" nnu "pok2013" Bmecto "temal3";



3. Hcnonb3yit NBYXdTalmHYI0 aBTOPU3ALMIO. DTO KOTJa MOMHMO Mapojisi HY)KHO BBOJUTH KO,
npucbuIaeMselil mo SMS;

4. BoeiOepu cnokHBIA Tapoib. Jsi KaKAOro TMOYTOBOTO SIUKA JOJDKEH OBITH CBOW HAJICXKHBIH,
YCTOWYUBBIN K B3JIIOMY MApOJIb;

5. Ecam ecTb BO3MOXKHOCTh HAIIUCATh CAMOMY CBOM JIMUHBIN BOIPOC, UCIIOJB3YH 3TY BO3MOKHOCT;
6. Ucnonb3yil HECKOJNBKO MOYTOBBIX SLIMKOB. IlepBbIil 11 4acTHOW MEPENUCKH C aJgpecaTrami,
KOTOpBIM Thl JOBEpPSELIb. JTO 3JIEKTPOHHBIA aJpec HE Hal0 HMCHOJIb30BaTh NPU PETUCTPALlUM HA
dbopymax u caiTax;

7. He oTkpeiBaii (aitnibl U Ipyrue BIOKEHHs B MUCbMaX, JaKe €CJIU OHH MPUIUINA OT TBOUX JIPY3€i.
Jlyuiie yTOYHU y HUX, OTTIIPABJISUIN JIM OHU TeOe 3TU (ailibl;

8. ITocne okoHuaHus pabOTHI Ha TIOYTOBOM CEpPBHUCE TEpel 3aKPhITUEM BKJIAIKU C CaliToM He 3a0y1b
Ha)xaTb Ha "BeriTu".

KuGepOymiiHr uin BUpTyallbHOE U3/1€BATEILCTBO

KubepOymmuHr - mpeciefoBaHMe COOOIIEHUSMH, COAEPXKAIIMMHU OCKOpOJICHMS, arpeccHio,
3alyTUBaHMe; XYJIUTAHCTBO; COLMAIbHOE OOHKOTUPOBAHHME C IOMOIIBIO PA3JIMYHBIX HHTEPHET-
CEPBHCOB.

OcHOBHBIE COBETHI 110 00pbOE C KUOEPOYIITMHIOM:

1. He Opocaiica B 6oii. Jlyummii crioco6: mocoBeTOBaThCA Kak ceOs BECTH U, €CJIM HET TOr0, K KOMY
MOYXHO OOpaTHUThCS, TO BHAYale YCIOKOMTHCA. EcCiu Thl HayHENIb OTBEYATh OCKOPOJICHUSIMH Ha
OCKOPOJICHUS, TO TOJBKO eIlie OO0JIbIIe Pa30XIKeIlb KOH(DIHKT;

2. Ynpasisii cBoelt kubeppenyranueii;

3. AHOHUMHOCTb B ceTH MHuMas. CyliecTBYIOT CIOCOOBI BBISICHUTb, KTO CTOUT 32 aHOHHUMHBIM
AKKayHTOM;

4. He cTouT BecTH XymUTaHCKUH 00pa3 BUPTyalbHOW >KU3HU. VMIHTEpHET (QUKCHpPYET BCE TBOH
JNEHCTBUS M COXpaHsIeT uX. Y AaluTh UX Oy/AeT KpaitHe 3aTpyTHUTENHHO;

5. Cobmroail cBOIO BUPTYAIbHYIO YECTh CMOJIONY;

6. Urnopupyit enuHuuHbli HeraTuB. OJHOpa30Bble OCKOPOMTEIbHBbIE COOOLIEHMS —JIydlle
urHopuposatb. OOBIYHO arpeccusi MpeKpamaeTcs Ha Ha4aIbHOM CTaIny;

7. Ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOIIIEHUSIMH, B COIMAIBHBIX CETSIX €CTh
BO3MOXHOCTb OJIOKUPOBKH OTIIPABKH COOOIIEHHH C OIPEAETICHHBIX aJpECcOB;

8. Ecim Tl cBuuerens kuOepOyiumHra. TBOM NEHCTBHSA: BBICTYNHUTH TPOTUB IPECIIEIOBATEINS,
MOKa3aTh €My, YTO €ro JEHCTBHS OLIEHWBAIOTCS HETaTHUBHO, MOJAJIEP)KATh JKEPTBY, KOTOPOH HYX HA
MICUXOJIOTMYECKasi TIOMOILb, COOOIIUTH B3POCIBIM O (haKTe arpeCCUBHOIO TIOBEACHUS B CETH.
MoOunbHbIH TenehoH

CoBpemeHHbIe cMapT(HOHBI M IJTAHIIETHI COIEPKAT B ce0e BIOIHE B3POCIbIN (QYHKIIOHAI, U TETeph
OHM MOTYT KOHKYpUPOBaTh CO CTAllMOHAPHBIMM KOMIbIOTEpaMu. OJHAKO, CPEICTB 3aIUMUTHI IS
NOJOOHBIX YCTPOMCTB MOKa 04eHb Majio. TecTHpoBaHUE U MOUCK YA3BUMOCTEN B HUX IPOUCXOIUT HE
TaK MHTEHCUBHO, Kak i 1K, To e camoe kacaeTcsi 1 MOOMIIBHBIX TPHIIOKEHUH.

CoBpeMeHHble MOOMIIBHBIE Opay3epbl YK€ NPaKTHYECKU JOTHAIU HACTOJbHBIE aHAJIOTH, OIHAKO
pacupenye GyHKIMOHAIA BIEYET 32 COOO0M OOJIBILYIO CI0KHOCTh U MEHBIIYIO 3aLUILEHHOCTb.
Jlanexo He Bce MPOM3BOJMTENH BBITYCKAIOT OOHOBJICHHMS, 3aKPHIBAIOIINE KPUTHUECKUE YSI3BUMOCTH
JUUIS1 CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI [T 0€30MTaCHOCTH MOOMIILHOTO TesieoHa:



Huuero He saBnsieTcs no-HacTosleMy OecIulaTHbIM. bynb ocToposkeH, Beib Korza Tede MpeaiararoT
OecIUIaTHBIN KOHTEHT, B HEM MOT'YT OBITh CKPBIThI KAKHE-TO IUIATHBIE YCIYTH;

Hymaii, mpexae ueM otnpaButb SMS, poTo wiu Buaeo. Thl TOYHO 3HACITH, TJIEC OHU OyTyT B KOHEYHOM
utore?

Heo0xoaumo 0OHOBIISITH ONIEPAITMOHHYIO CHCTEMY TBOETO CMapTQoOHa;

Hcnonb3yil aHTUBUPYCHBIE IIPOTPAMMBI AJIs1 MOOUJIBHBIX TEIE()OHOB;

He 3arpysaii npuiiokeHus: OT HEU3BECTHOIO UCTOYHHUKA, BEAb OHU MOTYT COJAEPKATh BPEIOHOCHOE
NporpaMMHOE 00eCTIeYeHHE;

[Tocne Toro kak Thl BBIMICIIb C CaiiTa, TJle BBOAWI JHYHYIO MHPOpPMAIMIO, 32l B HACTPOUKHU
Opay3sepa u ynaiau cookies;

[leproanuecku npoBepsiil, Kakue MIaTHBIE YCIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

JaBaii cBolf HOMEp MOOMIBHOTO TeJe(OoHa TOIBKO JIOIIM, KOTOPBIX ThI 3HACIIH U KOMY JI0BEpsIEIIIb;

Bluetooth nomken ObITh BBIKJIIOUEH, KOT/Ia Thl UM HE MOJb3yeubesi. He 3a0biBail mHOTA IPOBEPSITH
3TO.

Online urpsr

CoBpeMeHHbIE OHJIAH-UTPHI - 3TO KPACOYHBIE, 3aXBaTHIBAIOIINE Pa3BICYCHHUS, 00bETUHSIONINE COTHH
TBICAY YEJIOBEK IO BceMy MuUpy. MIrpoku uccienyroT JaHHbIM UM MHUp, OOIIAIOTCS APYT € APYIroMm,
BBITOJIHSIOT 33/1aHUS, CPAKAIOTCSI C MOHCTPAMU U TOJIyYalOT OMBIT. 32 yJOBOJIBCTBUE OHH ILIATAT:
MOKYTAIOT JAHUCK, OIIAYUBAIOT A00HEMEHT WM MPUOOPETAIOT KAKHE-TO OIILIUH.

Bce stn cpeactBa mayT Ha mojjiep)KaHWE U Pa3BUTHE UIPhL, a TaKXKe Ha camMy O€30MaCHOCTb:
COBEpILEHCTBYIOTCS CUCTEMbl aBTOPHU3AlMH, BBIITYCKAIOTCSI HOBbIE NaTuM (IU(POBHIC 3aIUIaTKH IS
HpPOrpaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B 1ogo0HbIX Urpax CTOUT ONacaThCsl HE CTOJIBKO CBOMX COMIEPHHUKOB, CKOJIBKO KPaXKH TBOETO MapoJIs,
Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPHU3ALMK OOJIBIIMHCTBA UTP.

OcCHOBHBIE COBETHI 110 0€30M1aCHOCTH TBOETO UTPOBOT'0 AKKAYHTA!

1. Ecau apyroit urpok BeseT cedst IoXo WK co3aeT Tede HEMPUATHOCTH, 3a0JI0KUPYH €ro B CIIUCKE
UTPOKOB;

2. Iloxainyiicst aAMMHUCTPATOPaM UIPhI HA IJI0X0E MOBEAECHUE 3TOT0 UTPOKA, )KETATEIbHO MPUIOKHUTh
KaKMe-TO JI0Ka3aTeIbCTBA B BUJIE CKPUHOB;

3. He ykasbIBail TnuHy0 HHGOPMALUIO B Mpoaiiie urpsr;

4. VBaxkall Ipyrux y4aCTHUKOB 110 UIPE;

5. He ycranaBnuBaii HeouIMaabHbIC TATYN U MOJIBI;

6. Mcnionb3yii CI0XKHBIE U pa3HBIE 1APOJIN;

7. Jlaxe BO BpeMsl UIPbI HE CTOUT OTKJIK0YaTh aHTUBHUpYC. I1oka ThI Hrpaenis, TBO KOMIIBIOTEP MOTYT
3apa3uTh.

OUILMHT WK KpaXka JIMYHBIX JaHHBIX

OObIuHOM KpaXkel JeHeT U JOKYMEHTOB CETOHS YK€ HUKOTO HE yUBHIIb, HO C pa3BUTHEM MHTEPHET-
TEXHOJIOTHH 3JI0YMBIIIICHHUKHN NTEPEMECTUIINCH B HHTEPHET, U MPOJO0JDKAIOT 3aHUMATHCS "' TFOOUMBIM"
JEJIOM.

Tax mosiBunace HOBasi yrpo3a: MHTEPHET-MOIIEHHMYECTBA WM (DUILMHI, IJIaBHAs LEdb KOTOPOrO
COCTOUT B TIOJIyYEHHHM KOH(HICHIMATbHBIX JAHHBIX II0JIb30BAaTEle - JIOTMHOB M mapojiei. Ha
aHrimiickoMm si3pike phishing unraercs kak ¢pummHT (0T fishing - perOHast oBs, Password - maposb).

OcCHOBHBIE COBETHI 110 0OpHOE € (YUITHHTOM:



1. Cnegu 3a cBoMM akkayHTOM. Ecim Tbl mojo3peBaelllb, YTO TBOS AaHKETa OblIa B3JIOMaHa, TO
HE00X0IMMO 3a0JI0KHPOBaTh €€ U COOOIINTh aAMUHUCTPATOPaM pecypca 00 3TOM KaK MOKHO CKOPEE;
2. Ucnionb3yii 6e3omacHble BeO-CalThl, B TOM YHCJIE, MHTEPHET-Mara3uHOB U TOUCKOBBIX CUCTEM;

3. Hcmonp3ydl ClOXHBIE W pas3Hble Mapoid. TakuM o0pa3oM, eciu TeOs B3JIOMAIOT, TO
3JI0YMBIIIJICHHUKHU TOJIy4aT JOCTYII TOJIBKO K OJHOMY TBOEMY IPO(UIIIO B CETH, @ HE KO BCEM;

4. Eciu Te0s B310Mau, TO HEOOXOAUMO MPEIYIPEIUTH BCEX CBOMX 3HAKOMBIX, KOTOPbIE 100aBIIEHbBI
y T€0s1 B Ipy3b5IX, O TOM, YTO T€OsI B3JIOMAJIU U, BO3MOKHO, OT TBOETO UMEHH OyIeT PacChlIaThCs Cram
Y CCBUIKU Ha (PUIIMHTOBBIE CANUTHI;

5. YcranoBu HanexHsii napoiib (PIN) Ha MOOHIBHBIHM TenedoH;

6. OTKIIIOUM COXpaHEHUE NapoJis B Opaysepe;

7. He oTkpeiBaii (aiiiibl U Ipyrue BIOKCHHS B MHCbMaX, JaKe €CIIM OHH TMPHUIIUIA OT TBOUX JIPY3CH.
Jlydie yTO4HM Y HUX, OTIIPABIISUIM JI OHU TeOe 3TH (ailsibl.

Hudposas penyramnus

[ludpoBast pemyrauuss - 3TO HeraTMBHas WIM TO3UTHBHAas UHpopMauuss B ceTu o Tele.
Komnpomerupytomast uHpoOpManusi, pa3MelIeHHass B HHTEpHETE, MOXXET CEpPbhEe3HBIM 00pa3oM
OTpa3uThCs Ha TBoeW peanmbHOU ku3HU. "[ludpoBas pemyramus" - 3TO TBOH HMHIK, KOTOPBIH
dbopmupyeTcs U3 HHPOpMaLuK 0 TeOe B HUHTEPHETE.

TBOe MecTo KHUTENHCTBA, yueObl, TBOE (PMHAHCOBOE MOJIOKEHHE, 0OCOOCHHOCTH XapaKTepa U paccKasbl
0 OJIM3KHUX - BCE 3TO HAKAIJIMBAETCS B CETH.

MHorue noApoCTKH JETKOMBICICHHO OTHOCATCS K IMyOJIMKanuu JudHoi nHpopmarmu B MHTEpHETE,
HE TIOHMMasl BO3MOKHBIX IOCIeACTBUN. ThI Ja’ke HE CMOXKElIb A0rajaTbCs 0 TOM, 4To (GoTtorpadus,
pasMelleHHas 5 JIeT Ha3a[, cTaja IPUYUHOM 0TKa3a NPUHATH Te0s Ha paboTy.

KommeHnTapun, pazMernienrie TBoux Gotorpaduii u Apyrue NeiCTBUS MOTYT HE HCYE3HYTh JaXKe MOCIIe
TOTO, KaK Thl MX YAanuilb. Thl HE 3HAelIb, KTO COXPAaHWI 3Ty MH(POPMAILHUIO, TONajla JU OHA B
MIOMCKOBBIE CHCTEMBI U COXpPaHMUJIACh JIU OHA, a IJIaBHOE: 4TO MOAYMAIOT O TeOe OKPYKAIOLIHE IO,
KOTOpble HaWAyT M yBUIAT 3T0. HaiiTu uH(pOpMaIio MHOTO JIET CIYCTSI CMOXET JI000H - Kak M3
JNOOPBIX MOOYKICHUH, TaK M C HAMEPEHUEM MPHUYUHHUTH Bpe. ITO MOXKET OBITh KTO YTOJIHO.
OCHOBHBIE COBETHI M0 3aIUTE HU(PPOBON penmyTaluu:

1. ITogymaii, mpekie 4eM 4To-TO MyOJIMKOBATh U MIepeaaBaTh y ceOst B 6J10re WM B COIIMATILHOM CETH;
2. B mHactpoiikax npoduis YCTaHOBM OrpaHMYEHHMsS HA NPOCMOTP TBOEro Npouias u €ro
COJIEPIKUMOTO, ClIeNiail ero TOJbKO "asis apy3en'”;

3. He pa3mernaii 1 He yka3bIBail ”HPOPMALIUIO, KOTOPAst MOXKET KOTO-THOO0 OCKOPOJISThH WIIH OOMKaTh.
ABTOpCKOE IIPaBoO

CoBpeMeHHbIE HIKOJIBHUKH - AKTUBHBIE MOJIb30BaTENHN IIM(PPOBOTO npocTpaHcTBa. OIHAKO JTAJIEKO HE
BCE 3HAIOT, YTO TMOJIb30BAaHIE MHOTUMH BO3MOXXHOCTSIMH LU(PPOBOTO MUpa TpeOyeT coOII0AeHUS IPaB
Ha UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

Tepmun "UHTEIIEKTyanbHAsi COOCTBEHHOCTh'" OTHOCHUTCSI K PA3JIMYHBIM TBOPEHHSIM YEJIOBEUECKOTO
yMa, HauMHas C HOBBIX M300pPETEHHIl M 3HAKOB, 00O3HAYAIONIMX COOCTBEHHOCTh HA NMPOAYKTHI U
ycIyrd, W 3aKaHuuBas KHUramu, ¢GotorpadusiMu, KUHOQWIBMAMH UM MY3bIKaJIbHBIMU
HPOU3BEACHUSMU.

ABTOpCKHE TpaBa - 3TO MMPaBa HAa HMHTEIUICKTYaJlbHYI0 COOCTBEHHOCTh Ha NPOW3BEICHHS HAYKH,
JUTEpaTypsl U HCKycCTBA. ABTOPCKHME IIpaBa BBICTYNAIOT B KadyeCTBE TapaHTHH TOTO, YTO
UHTEJUIEKTYalbHbIM/TBOPYECKUI TPy aBTOpa He OyIeT HalpacHbIM, JacT €My CIIPaBeUIUBbIE

BO3MOXHOCTHU 33.pa6OTaTB Ha pe3yjibTaTaX CBOCTO TpyAa, MOJYIUTb U3BCCTHOCTD U IIPHU3HAHUC. Huxkto



0e3 pa3peleHus aBTopa HE MOKET BOCIPOU3BOIUTE €ro MPOU3BENIEHUE, PACIIPOCTPAHATD, TyOTUYHO
JIEMOHCTPUPOBATh, MpPOAABaTh, HMIOPTUPOBATh, MYCKAaTb B TNPOKAT, MYyOJIMYHO HCIOJHSATE,
MOKa3bIBaTh/MCIIONMHATD B 2upe mwin pa3meniats B IHTepHETE.

Hcnonp3oBanue "MupaTcKoro” mporpaMMHOTO 00€CIIeYeHHsI MOXKET TIPUBECTH K MHOTHM PUCKaM: OT
NOTEepH JAHHBIX K TBOUM aKKayHTaM JI0 OJIOKHPOBKH TBOETO YCTPOWCTBA, TIJi€ YCTaHOBJIEHA
HeserasnbHas nporpamma. He cTout Takke 3a0bIBaTh, YTO CYILIECTBYIOT JieTajbHbIE M O€CIIaTHbIE
IIPOrpaMMBbl, KOTOPbIE MOYKHO HAalTH B CETH.

O noprane

CereBu4OK.p¢ - TBOM IIIaBHBIN COBETUMK B CETH. 3/1€Ch Thl MOKEIIb y3HATh O OE30MACHOCTH B CETH
MOHATHBIM U JOCTYIHBIM S3BIKOM, a MPH BO3HUKHOBEHUH KPUTHYECKOW CUTYyallMM OOpaTUTHCS 3a

COBETOM. A TakXe MPUHATH y4aCTHE B KOHKYpCaxX U CTaTh CaMbIM IU(POBBIM Ipak JTaHUHOM!

ITpunoxenne N 3
[IAMSTKA JJIS1 POOUTEJIEX Ob TH®OPMAITMOHHON BE3OIIACHOCTHU JETEN

Onpenenenne  TepMuHAa  "mHGOpManuMoHHas  O€30MACHOCTh  JIEeTe"  comepKHTCS B
OenepanbHom 3akoHe N 436-O3 "O zammre aereil or uMHOpManuMM, NPUUYMHAIONIEH Bpelx HX
3I0POBBIO ¥ PA3BUTHUIO", PETYIUPYIOUIIM OTHOIICHHMS, CBS3aHHBIE C 3alIUTOM JIeTeil 0T nHpopManuy,
NPUYHHSIONICH Bpe X 310pOBbIO U (W1K) pa3BUTHIO. COTIaCHO JaHHOMY 3aKOHY "HH(OpMaIlMOHHAS
0€30MacHOCTb 1eTeil" - 3TO COCTOSHUE 3aLIUILEHHOCTH, IPU KOTOPOM OTCYTCTBYET PUCK, CBS3AHHBII
C mnpuuMHeHHWeM wHHpopmammend Bpena HX 340pPOBbIO U (WIH) (DU3HUECKOMY, TCHXHYECKOMY,
JyXOBHOMY, HPABCTBEHHOMY Pa3BUTHIO.
B cuny ®enepanbroro 3akona N 436-D3 mHbopMmaimei, TpUIHHSIIOMEH Bpel 30POBBI0 M (HIIHN)
Pa3BUTHUIO JETEH, ABISETCA:
1. madopmanms, 3anpenieHHas s pacpoCTPAHESHUS CPEIU IeTEH;
2. nuHpopManus, pacIpoCTpaHEHHE KOTOPOil OIpaHUYEHO CPEear AETel OINpEeesIEHHBIX BO3PACTHBIX
KaTETOpHIA.
3. K undopmaryu, 3anpemieHHo Ui paclpoCTpaHEeHUs CPEeIn IeTeH, OTHOCUTCS:
4. uadopmarnsi, Mooy aaro1mas 1eTeil K COBEPIICHUIO JEHCTBHIA, MPEACTABISIONINX YTPO3Y UX KU3HU
U (MJTM) 3I0POBBIO, B T.4. MPUYMHEHHUIO BPEZla CBOEMY 370POBbIO, CAMOYOHICTBY;
5. c1IocOOHOCTB BBI3BATh Yy JI€TEH *KeJlaHue yHOTPeOUTh HAPKOTUYECKUE CPENICTBA, ICUXOTPOIHbBIE U
(uM) oAypMaHMBAIOIIME BELECTBA, Ta0auHble H3AENUs, AJIKOTOJbHYI0 U CIHUPTOCOJEPKAIILYIO
MPOAYKIIHIO, TTMBO M HATIMTKH, M3TOTABIIMBAEMbIC Ha €T0 OCHOBE; MPUHSATH YUYaCTHE B a3aPTHBIX UTPaX,
3aHUMATHCS POCTUTYIHEH, OPOISHKHIUECTBOM HJTH TIONPOIIAHNYECTBOM;
6. 00OCHOBBIBAIOIIAS HJIM ONPaB/AbIBAIOIIAS JOMYCTUMOCTh HACWIMA U (WJIM) >KECTOKOCTH IJIMOO
no0yX1aI0MIast OCYIIECTBISATh HACHIILCTBEHHBIE AEHCTBHS M0 OTHOIICHUIO K JIFOJISIM M YKUBOTHBIM;
7. oTpHIIaroIIas ceMeiHbIe TICHHOCTH U (hOpMHUpYIOIasi HEYBAKECHHE K POTUTEISM U (MITH) IPYTUM
YJICHaM CEMbH;
8. ompapzpIBaroLasi IPOTUBOIIPABHOE TIOBEICHUE;
9. conepaalias HELIEH3ypHYIO OpaHb;
10. congepxamas ”HPOPMAIHIO TTOPHOTPAYUIECKOTO XapaKkTepa.
K mndpopmanuu, pacnpoctpaHeHHEe KOTOPOH OrpaHMUYEHO CPeay JIeTei OMpeieseHHOro BO3pacTa,

OTHOCHUTCA:
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1. unpopmanus, npeacrapiseMas B BUIE U300pakeHUs UM OIUCAHUS KECTOKOCTH, (PU3NUECKOro U
(MM) ICUXUYECKOTO HACUIINSA, IPECTYIICHUS] WIIM MHOTO aHTHOOLIECTBEHHOIO IeHCTBHUS;

2. BBI3BIBAIONIASA Y JIETEH CTpax, y’Kac WK MaHUKY, B T.4. IPEACTaBIsIeMast B BUIE N300paKEHHS WIH
ONHMCaHMA B YHIDKAIOUIEW YeJIOBEYEeCKOe JOCTOMHCTBO (popMe HEHACHILCTBEHHOW CMEpTH,
3a0o0yieBaHusl, CaMOyOMIiCTBAa, HECYACTHOTO Cliydyas, aBapuM WM KartacTpohsl u (WIH) HUX
MMOCJIEICTBUI;

3. mpencTapnsiemMas B BUe M300paXCHUS MIIM OTMCAHMS TOJIOBBIX OTHOLICHUN MEXIy MYXUMHOH U
JKSHIIMHOM;

4. conepxalast OpaHHbIC CJI0BA M BBIPAXKEHUS, HE OTHOCSIIUECS K HELIEH3ypHOH OpaHH.

C yuerom storo Bam npennaratorcs npasuiia paboTsl B ceTu IHTepHET A7 pa3InyHbIX BO3PACTHBIX
KaTeropuii, coOII0IeHNEe KOTOPBIX MO3BOJIUT O0ECTIEYUTh HHPOPMALMOHHYIO O€30MacHOCTh BalllUX
neTe.

OO61mue npaBuia sl poauTeNen

1. He3aBucumo oT Bo3pacTa pebOeHKa HCHONb3yiiTe NporpaMMHOe oOecliedeHue, IOoMorarolee
¢GUIBTPOBaTh MU KOHTPOJUPOBATH MH(GOPMAIMIO, HO HE IOJIaraliTech MOJHOCTHIO Ha Hero. Bamie
BHUMAaHUE K peOCHKY - [1aBHBIA METOJ] 3aIUTHI.

2. Eciin Bami pebGeHok MMeeT akkayHT Ha OHOM M3 colaibHbIX cepBucoB (LiveJournal, blogs.mail.ru,
vkontakte.ru u T.11.), BHUMATEIbHO U3YyUUTE, KAKyI0 HHPOPMAIIUIO TOMEIIAIOT €T0 YYaCTHUKH B CBOUX
npodwisix u Oorax, BKIo4Yas Gororpaguu U BUICO.

3. IlpoBepsbTe, ¢ KAKUMU APYTUMU CaliTaMU CBSA3aH COLMANbHbIN cepBuc Bamiero pedenka. CtpaHuuku
Bamero pebenka MOryT ObITH 0€30MaCHBIMH, HO MOTYT U COJEpPKaTh CCHUIKH Ha HEXEaTeIbHbIE U
OTIaCHbIE CAlThI (HarpuMep, MOPHOCANUT, WIM CalT, HA KOTOPOM JPYT YIIOMHHAET HOMEpP COTOBOTO
tenedona Bamero pedbenka niu Bamn qomaniauii aapec)

4. Moompsiite Bammux gereit coodmars 000 BCeM CTPaHHOM MM OTTAJKUBAIOIIEM U HE CIMIIKOM
OCTPO pearupyiTe, KOrja OHH 3TO JA€J]al0T (M3-3a OIACEHUs MOTePATh JOCTYI K MHTepHeTy neTtu He
TOBOPAT POAUTENSIM O MpobieMax, a TakkKe MOTyT HadaTh HMCIOJIb30BaTh VIHTepHET BHE aoma U
ITKOJTBI ).

5. BynwTe B Kypce ceTeBoii xu3Hu Bamero pebenka. latepecyitech, KTo ux apy3bsi B UHTepHET Tak
e, KaK HHTEPECYETeCh peallbHbIMU JIPY3bsIMHU.

Bospact ot 7 no 8 ner

B UnTepHeTe peGeHOK cTapaeTcsi MOCETUTh T€ UM UHbIE CAalThl, @ BO3MOXKHO U YaThl, pa3pelleHre Ha
MOCELIEHHE KOTOPBIX OH HE MOIy4usl Obl OT poxuteneld. [loaTtomy ponutensM 0CcOOEHHO MOJIE3HBI
OyayT Te OTYeTbl, KOTOpbIE MPEIOCTABISIOTCA MPOrpaMMaMH II0 OTPAaHHUYEHHIO HCIIOIb30BAHUS
Wnrepuera, T.e. Pogurenbckuit KOHTPOJIb WM TO, YTO BBl CMOXKETE YBUIETh BO BPEMEHHBIX (hailiax.
B pesynbrare, y peOeHka He OyA€T OLIYIIEHUS, YTO 32 HUM BEAETCS MOCTOSHHBIA KOHTPOJIb, O/IHAKO,
poauTenu OyAyT MO-MPEXKHEMY 3HATh, KAKUE CAlTHI moceniaeT ux pedeHok. /letn B JaHHOM Bo3pacTte
00J1aJaf0T CUIIBHBIM YyBCTBOM CEMbH, OHH JIOBEPUYMBHI M HE COMHEBAIOTCS B aBTOpUTETaX. OHU JIIO0ST
UTPaTh B CETEBBIC UTPhI M ITyTEIIECTBOBATH O MIHTEpHETY, UCTIONB3YS SJIEKTPOHHYIO ITOUTY, 3aX0JUTh
Ha CalThl U YaThl, HE PEKOMEHIOBAHHbIE POIUTENSIMHU.

CoeTsl 110 0€30MacHOCTH B ceTu MHTepHeT [uig neteit 7 - 8 net

1. CoznaiiTe CIMCOK AOMANIHUX MPaBUII MOcenieHns VIHTepHeTa pyu ydacTHu JeTel u TpedyiiTe ero

BBITIOJIHCHUA.



2. TpeOyiite ot Bamero pebeHka coOJIIOJEHUS BPEMEHHBIX HOPM HAXOXJEHHS 332 KOMIIBIOTEPOM.
[Tokaxwure pedenky, uto Bel HabmogaeTe 3a HUM HEe MOTOMY 4TO Bam 310 X0uercs, a moToMmy uTo Bbl
OecriokonTech 0 ero 0e30MacHOCTH U BCETIa TOTOBBI €My TOMOYb.

3. KommpioTep ¢ moakiodeHHeM K VIHTEpHETy MOKeH HaXxOIUThcs B OOIIEH KOMHATE IOJ
MPUCMOTPOM POIUTEIIEH.

4. Ucrions3yiTe celMaibHbIe IETCKUE MTOMCKOBBIE MAIITUHEI.

5. Hcnome3yiite cpenctBa OJIOKHPOBAHMS HEXKEIATSIIBHOTO KOHTEHTAa Kak JIOTIONHEHHE K
cTaHgapTHOMY PoauTensckoMy KOHTPOIIO.

6. CoznaiiTe ceMEHHBIN SJIEKTPOHHBIN SAIIHMK, YTOOBI HE MIO3BOJIUTH JICTSIM UMETh COOCTBEHHBIE ajpeca.
7. bnokupyiite nmocTynm K caiitaMm ¢ OeCIUIaTHBIMM TOYTOBBIMHM SIIIMKAMH C TOMOIIBIO
COOTBETCTBYIOLIETO MPOTPAMMHOTO 00ECTICYECHUSI.

8. Ilpuyunte nereit coBeToBaThcs ¢ Bamm mepen omyONHMKOBaHWEM KaKOH-JTHOO WHGOpMAIUH
CPEeICTBaMU 3JIEKTPOHHOMN MOYThI, YaTOB, PErUCTPALMOHHBIX (hopM U mpoduiiet.

9. Hayuute neteii He 3arpy»kaTh (hailiibl, IpOrpaMMBbl WIIM My3bIKYy 0€3 Balllero COIJIacusl.

10. He pa3pemaiite 1eTsiM UCIOIB30BATh CIYKObI MTHOBEHHOTO 0OMEHa COOOIICHUAMHU.

11. B "GenpIit" ciMcoK caiiTOB, pa3pelieHHBIX AJIs MMOCEHICHHUs, BHOCUTE TOJIBKO CaWThl C XOPOIICH
penyTanuei.

12. He 3a0b1BaiiTe 6ecenoBaTh ¢ 1eTbMHU 00 UX Jpy3bsix B IHTepHeTe, Kak eciu Obl peysb 111a O IPY3bsiX
B pEAIbHOU JKU3HHU.

13. He nmenaiite "TaOy" M3 BONPOCOB MOJIOBOW JXKU3HHU, TaK Kak B VHTepHETE JETH MOTYT JIETKO
HATKHYTbCS Ha MOPHOTrpauIo WIN CalThl "1 B3pOCIBIX".

14. Ilpuyunte Bamero peGeHka cooOmare BaM O JIOOBIX yrpo3ax WM TPEBOIax, CBS3aHHBIX C
WNuteprerom. OcTaBaiiTech CIIOKOMHBIMUA M HAIOMHUTE JIETSIM, YTO OHU B O€30IaCHOCTH, €CITH CaMU
pacckaszaiu BaM O CBOHMX TpeBorax. [loxBaimTe MX M MOCOBETYWTE MOAONTH €lle pa3 B MOJO0OHBIX
cilyyasx.

Bospact nereit ot 9 no 12 ner

B nanHOM BO3pacTe AeTH, KaK MPaBHIIO, YK€ HACIBIIIAHBI O TOM, Kakas MH(pOpMaIus CyIIeCTBYET B
Hutepnere. CoBepiieHHO HOPMAJIBHO, YTO OHH XOTST 3TO YBUJETH, POYECTh, YCIbImaTh. [Ipu sToM
HYXXHO TIOMHHTB, YTO JIOCTYIl K HEKEJIaTeIbHBIM MaTepHaiaM MOXKHO JIETKO 3a0JIOKMpOBATh HpHU
HIOMOIIH CpescTB PoanuTenbckoro KOHTpoIIS.

CoBeTbl 0 0€30IMacHOCTH I AeTel oT 9 no 12 net

1. Co3paiiTe CIMCOK OMAIIHUX TPaBUII MOcenieHus: IHTepHeT npu y4acTuu AeTed u TpedyiTe ero
BBITIOJTHEHHUS.

2. TpeOyiite ot Bamero peberka coOIt0IeHISI HOPM HAXO0XICHUS 32 KOMIIBIOTEPOM.

3. HaGmronaiite 3a peGEHKOM IpU padOTe 3a KOMITBIOTEPOM, TIOKaXHTE €My, 4TO Bbl Oecriokoutech o
ero 0e30MacHOCTH U BCETAa TOTOBBI 0Ka3aTh €My OMOIIIb.

4. KommpioTep ¢ moakigodeHHeM B VIHTepHET IOKEH HAaXOAWThCS B OOLIe KOMHATe TOA
IIPUCMOTPOM POIUTEIICH.

5. Hcnonwsyiite cpeacrtBa OJOKUPOBAHMS HEXKENATEIBHOTO KOHTEHTAa KakK JIOMOJHEHHE K
cTaHnapTHOMY PoaurenbckoMy KOHTPOJTIO.

6. He 3a0b1BaiiTe mpuHUMATh HEMOCPEICTBEHHOE YIaCTHE B )KU3HU peOeHKa, beceoBaTh ¢ 1eThbMH 00
UX npy3bax B HTEpHETE.

7. HacrauBaiiTe, 4ToObl O€THM HUKOTJa HE COIJAIAJMCh HAa JIMYHBIE BCTPEUYH C JPY3bSIMU IO

HurepHery.



8. Ilo3BosstiiTe AETAM 3aXOJUTh TONBKO HA CAlThl U3 "Oeoro" crnmcka, KOTOPBIN co3/1aliTe BMECTE C
HUMH.

9. IlpuyunTe meTeil HUKOTIA HE BBIIABATh JUYHYIO HH()OPMAIHIO CPEACTBAMH JICKTPOHHOM MOYTHI,
4aToOB, CUCTEM MIHOBEHHOTO OOMEHA COOOIICHUSIMH, PETHCTPALIMOHHBIX (OPM, JTUYHBIX NPOoduIen u
MIPU PETUCTPALIMU Ha KOHKYpPCHI B MIHTEepHeTe.

10. Ilpuyuute nereil He 3arpyxaTh nNporpaMmMmbl 06e3 Bamero paspemenus. OObSICHUTE UM, YTO OHH
MOTYT CIIy4aiiHO 3arpy3UTh BUPYCHI HIIH JIPYroe HeKelnaTeIbHOe IPOrpaMMHOe 0OecIieueHue.

11. Co3naiite Bamemy peOeHKY OrpaHHUEHHYIO YICTHYIO 3aITUCh JIJIs pa0OThI Ha KOMITBIOTEE.

12. Tlpuyunte Bamero peGeHnka cooOmaTh BaM O JIIOOBIX Yrpo3ax WM TPEBOTax, CBA3aHHBIX C
HNutepuerom. HanoMuuTe neTsiM, 4To OHM B O€30MACHOCTH, €CJIM CaMHU pPAcCKazajid BaM O CBOUX
TpeBOrax M ONACeHUsIX.

13. Pacckaxkute nersim o mopHorpaduu B aTepHETE.

14. HacrauBaiiTe Ha TOM, 4TOOBI JETH MPEIOCTABISUIM BaM JOCTYIl K CBOEW 3JIEKTPOHHOM MouTe,
4TOOBI BBl YO€AUIINCH, YTO OHU HE OOIIAIOTCS C HE3HAKOMIIAMH.

15. OOBsicCHUTE ETSM, YTO HEJNb3s HCIIOIB30BATh CETh ISl XyJIUTaHCTBA, PACIIPOCTPAHEHUS CIUICTEH
WIH yTPO3.

Bospact nereii ot 13 no 17 ner

B »TOM BO3pacTe noApoCTKH aKTUBHO HUCIONb3YIOT OUCKOBBIE MAIIMHBI, ITOJIb3YIOTCS 3JIEKTPOHHON
MOYTOH, CTyk0aMi MTHOBEHHOTO 0OMEHA COOOIICHUSMU, CKAUMBAIOT MY3bIKY U (GHIIbMBL. Manbunkam
B OTOM Bo3pacTe Ooibllle MO HpaBy CMETaTh BCE OTPAHMYEHUS, OHHU KXKAYT IpyOoro romopa,
a3apTHBIX UTP, KAPTUHOK " 1715 B3pOCIbIX". JIeBOUKHM MPEANOYUTAIOT O0IIATHCS B YaTax, IPU 3TOM OHU
ropasao 60see YyBCTBUTEIBHBI K CEKCyaJIbHBIM JOMOTaTeIbcTBaM B IHTEepHETE.

3ayacTyro B JaHHOM BO3PAcTe POJUTENSAM YKE BEChbMa CI0XKHO KOHTPOJIMPOBATh CBOMX JIE€TEH, TaK KaKk
00 MHTepHeTe OHM y)Ke 3HAIOT 3HAYUTEIHHO OOJIbIIIe CBOMX poauTenei. TeM He MeHee, He OTITyCKaiTe
nereit B "cBobonHoe miaBaHue" no Mureprery. CrapaiiTech aKTMBHO y4acTBOBaTh B OOILEHHU
peGenka B VIHTepHere.

Baxxno no-mpexxHemy cTporo coOmtofath npasuia MHTepHET-0€30MacHOCTH - COTJIAIIEHUE MEXKIY
poouTensiMu M JAeThbMH. Kpome TOro, HeoOXOIMMO Kak MOXKHO Yalle MpPOCMaTpUBATh OTYETHI O
nesitenbHOCTH neteil B UnTeprere. Cnemyer oOpaTuTh BHUMaHUE Ha HEOOXOAMMOCTH COJNIEPIKaHUS
POIUTENBCKHUX MapoJieil (maposeil a IMUHUCTPATOPOB) B CTPOTOM CEKpeTe W OOpaTUTh BHUMAHHE Ha
CTPOTOCTh 3TUX MApOJeH.

CoBeTbl 110 6€30MacHOCTH B 3TOM Bo3pacte oT 13 no 17 et

1. Coznaiite CIMCOK JOMAIIIHUX MPaBUJI Nocerienus HTepHeTa npu yyacTuu oJIpoCcTKOB U TpeOyiTe
0e3yCI0BHOTO €ro BhIMONMHEeHUsA. OOroBopuTe ¢ peOEHKOM CIHUCOK 3alpelieHHbIX calToB ("'depHbIit
cnucok"), yacel paboThl B IHTEpHETE, PYyKOBOACTBO 1O 001IeHUIO B IHTEpHETE (B TOM YHCIIE B YaTaXx).
2. KoMmbroTep ¢ MoAKII0YeHHEM K ceTH VIHTepHeT J0JKEeH HaXOIUThCs B 00IIeH KOMHATe.

3. He 3a0p1BaiiTe OecemoBaTh ¢ AeThMH 00 WX ApYy3bsiXx B IHTEpHETE, O TOM, YeM OHH 3aHSITHI TAKUM
o0Opa3om, OyITO pedb UAET O IPY3bsiX B peasbHOM Ku3HU. CIpammBanTe O JIFOIIX, C KOTOPBIMH JIETH
00I1at0TCS TIOCPECTBOM CIIY*)KO MTHOBEHHOTO OOMEHA COOOIECHUSIMH, YTOOBI yOEIUTHCS, YTO 3TH
JIOJM UM 3HAKOMBI.

4. MHcnonp3yiiTe cpeactBa OJOKMPOBAHHUS HEKENATEIHPHOTO KOHTEHTa KakK JOMOJHEHHE K
CTaHJapTHOMY PouTensckoMy KOHTPOJTIO.

5. HeobxonuMo 3HaTh, KaKMMHU 4aTamMu NoJdb3ytoTcss Bamm nertu. Iloomipsiite ucnosnb3oBaHue

MOJACPUPYCMBIX YaTOB U HaCTaHBaﬁTe, YTOOBI JCTHU HC 06H_[3,J'II/ICB B IIPUBATHOM PCIKUMCE.



6. HactauBaiite Ha TOM, YTOOBI JETH HUKOT]a HE BCTPEUATIUCh JJUYHO C JAPY3bsIMU U3 ceTH MHTepHeT.
7. Ilpuyunte neTei He BblOaBaTh CBOIO JIMYHYIO MH(GOPMALMIO CPEACTBAMH JIEKTPOHHOH IMOUTHI,
4aToOB, CUCTEM MIHOBEHHOTO OOMEHa COOOIICHUSIMH, PETHCTPALIMOHHBIX (OPM, THYHBIX MTPOPUIIeH 1
IIPU PETUCTPALIU Ha KOHKYpCHI B MIHTEepHETE.

8. Ilpuyunrte nereir He 3arpyxaTh nporpammbl 6e3 Bamrero paspemienus. OOBsSCHATE UM, YTO OHH
MOTYT CIIy4aiHO 3arpy3UTh BUPYCBHI WM JPYroe HeKeNnaTeIbHOe IPOrpaMMHOe oOecieueHue.

9. Ilpuyunre Bamero peGeHka cooOmaTe BaM O JIOOBIX YIpo3ax WM TPEBOTAX, CBI3aHHBIX C
Wurepuerom. HamoMuute nersiM, 4ro oHM B 0€30IACHOCTH, €CIIM CaMH PACCKa3ald BaM, O CBOMX
yrpo3ax wiu TpeBorax. [loxBaiuTe UX U MOCOBETYITE MOJAONTH elle pa3 B MOJOOHBIX CITydasix.

10. Pacckaxute nersim o mopHorpaduu B MaTepuere. [loMorure um 3amuTUThCs OT criama. Hayaure
MOJIPOCTKOB HE BbIJaBaTh B VIHTEpHETE CBOEro peasbHOro NIEKTPOHHOIO ajpeca, He OTBEYaTh Ha
HE’KeJaTesIbHbIE TMChMa U MCTIONIb30BaTh CHIEUAIbHBIE IOYTOBBIC (DHIIBTPHI.

11. Ilpuyunte ceOsi 3HAKOMUTBCS C CaiTaMH, KOTOPbIE TOCEUIAI0T MOAPOCTKH.

12. Hayuure neteil yBaxarb Apyrux B MHTEpHeTe. Y OeAUTECh, YTO OHU 3HAIOT O TOM, YTO IPaBUIIA
XOpOLLIEro MOBEAEHUS IEHCTBYIOT BE3/I€ - IaXKE B BUPTYaJIbHOM MUDE.

13. OObsicHUTE HOETSAM, YTO HU B KOEM Cllydae Henb3sl HCroyib3oBaTh CeTb Ui XYJIMTaHCTBA,
pacIpoCTpaHEHUs] CIIETEH WIX YIPO3 APYTUM JHOISM.

14. Ob6cynute ¢ MOAPOCTKaMU MPOOIEMbI CETEBBIX a3aPTHBIX UTP U UX BO3MOKHBIN prck. HamomHuTe,
YTO JAETH HE MOTYT UIPaTh B 3TH UIPhI COIVIACHO 3aKOHY.

[TocTosiHHO KOHTpONUpYiTe Hcnoab3oBanue VuTepHera Bammm pebenkom! DTo He HapylIeHHE €ro
JUYHOIO IIPOCTPAHCTBA, a Mepa IPEeIOCTOPOXKHOCTH M IposBIeHHE Baiiell poauTensckoin

OTBETCTBEHHOCTH M 3a00THI.



